CISCO
st

S E C U R E clsco The bridge to possible

Zero trust —
traue niemandem!
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Angriffsvektoren
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Wahrnehmung

Q_ o

g@g It's segmentation
It's ZTNA
It's endpoint security
Menschen —
Devices _ It’s firewall

Netzwerk B @ It's identity
Anwendungen
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It's a wall

With Zero Trust
... everyone has
a different
perspective

It's a tree
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/3% of Organizations Plan to Implement Zero Trust

No plans Unfamiliar with Zero

Trust
21%
o 16%

Plans Underway

29%
In place or projects
underway

In place
Planned
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Offentl. bekannte Cyber Attacken in Deutschland auf einen Blick
Von September 2021 bis 01. Dezember 2022 aus Verwaltung, Bildung und Gesundheit in Deutschland

Cyber Attacks 2021 - Map chronological

Restart:

konbriefing.com
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https://konbriefing.com/en-topics/hacker-attacks-germany.html#/

Aktueller Sicherheitsvorfall

medizinischerdienst.de Wir sind fir Sie da % 0511 87850 Login Kontakt & Gebdrdensprache Wl Leichte Sprache Q Suche
Pilegehotline % 05118785 2750
Medizinischer Dienst .
Niedersachsen Versicherte Kranken-/Pflegekassen Leistungserbringer Aktuelles & Presse Uber uns Karriere Kontakt

Deutsche Leasing

S

Deutsche Leasing - Current Information

Update (07.06.2023);
Sie sind hier: Startsel Here, Deutsche Leasing has informed that the company has been affected by a cyber attack on part of its IT systems since the weekend. The company
i in with the Pplan and shut down access to the systems. Since the weekend, the company has been
working at full speed with external IT security and the ir igatir ities to analyze the attack and secure traces. As part of the restart

plan, secure e-mail communications, among other things, have been put back into operation. The recovery plan is now being worked through step by
— step.

We thank our customers and partners for their support and patience and ask for their continued understanding and patience for operational
restrictions.

We will keep you informed of any new developments.
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Unternehmen im starken

Das “alte” Wettbewerb
Sicherheitsmodell

Jeder ist ein “Insider”

funktioniert nicht
mehr Hybrid work is here to stay
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High
Productivity

Creates risk exposure
(no constraints
on the users)

Der heutige
Kompromiss Ist
der Verzicht
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Strong
Security

Drags down execution
(users bogged down by
access requirements)
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Security vs.
productivity




Kompromiss
beseltigen

Frustrieren sie Attacker, nicht
lhre Anwender
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High
Productivity

Creates risk exposure
(no constraints
on the users)

High Risk /
High Friction

r@\

Strong security AND
high productivity
empower users to
do the right thing —
security is everyone’s
business

- ' J
Strong
Security

Drags down execution
(users bogged down by
access requirements)
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Zero Trust fuhrt zu mehreren Ergebnissen

0 Security mit einem abgesetztem Perimeter

9 Reaktion auf sich entwickelnde Bedrohungen

e Zugang zu Ressourcen mit den geringsten Rechten
ermoglichen

e Angriffsflache verkleinern

e Einhaltung von Vorschriften

alraln
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1. Security mit einem abgesetztem Perimeter

Problems

* App performance
» Userexperience

Changes in traffic patterns are creating

bottlenecks and performance challenges * Security efficacy
e # of tools / vendors
* Integrations

Traffic
Internal 20% @

Internet 80% I EGEGID

Bottle neck

MPLS VPN




1. Security mit einem abgesetztem

Perimeter

4 R\
Consumer

SASE

- J \

SD-WAN
Secure Edge
: Hierarchical
‘:] Network [Segmentaﬂon] [ Topologies ] [ App-to-App ]
[ Application ] [ Application ] [ Multi-cloud ]
(@ Sy Visibility Aware Routing Access
q
(/,7&/ ‘
Secure Remote Security
Worker T
D D Woliness [DNS security] [ NGFW } [ CASB /DLP ]
— Software VPN [Device Posture] [ Secure Web } [Remote Browser]

Health Gateway Isolation

Middle Mile
Optimization

-
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1. Security mit einem abgesetztem

Perimeter

CORE ELEMENTS

a Cloud security

» DNS
» CDFW
» SWG
» CASB

» Secure RaaS

» Device Posturg

~
]

Remote workers

-

Secure Branch

» SIG for Internet
» Existing SD—WAN

Fabric

alraln
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SECURE

Internet traffic

Public / private apps

| :t

All ports / protocols

Secure TLS

Browser based
access

—

Secure Internet Access

IPSEC Tunnel

—
SD-WAN Connections

IPSEC Tunnel

Private

Cisco+

Secure Connect ——

SD-WAN
Fabric

Orchestratio

c
o R
SaaS  Integrated multi-
optimization cloud access

Tunnel .

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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2. Reaktion auf sich entwickelnde Bedrohungen

295 Tc

Destinz
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Reporting [ Core Reports
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cisco - App Discovery

5,091 apps discovered

9 4,925 unreviewed apps 36 apps under audit 0 65 apps not approved

Flagged Categories

P2P

27 seseuasoos

P2P apps represent high risk because they can be used to transmit
files infected with viruses and malware.

Anonymizer

G S

Anonymizer apps introduce risk to your network because they enable
users to bypass security controls.

DETAILS DETAILS

Flagged Apps (3 of 23)

W':ﬂt atycat [EEN O Redbooth [EF

Cloud Storage app used by 22 identities Collaboration app used by 20 identities

Risk Group: Financial Viability Risk Group: Financial Viability
Issues: Service providers at risk due to low financial viability may be Issues: Service providers at risk due to low financial viability may be
unable to continue to protect uploaded data. unable to continue to protect uploaded data.

Block this app @ Block this app @

S EC U RE © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

®

Download PDF

0 65 apps approved

Games

137 wevonsaaves

Online games present risk as well as potential productivity loss. In many
i they are

DETAILS

O soda PDF Oniine [

Office Productivity app used by 19 identities

Risk Group: Document Converters

Issues: Converters require data upload; corporate data may be exposed.

Block this app @

1-50
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2. Reaktion auf sich entwickelnde Bedrohungen

O Cisco Umbrella

|

ALK

Cisco Talos
Threat Intelligence

o

DNS-layer
security

&

Secure Web
Gateway (SWG)

i

Firewall as a
Service (FWaaS)

Remote Browser
Isolation (RBI)

e

Cloud Access Security
Broker (CASB)

- App Discovery and
Control

- Cloud Malware
Detection

- Data Loss
Prevention (DLP)

o

Zero Trust
Network
Access
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3. Zugang zu Ressourcen mit den geringsten
Rechten ermdéglichen

=

T ?

Grant the right level of Classify and segment users, Contain infected endpoints

network access to users and devices and apps on your and revoke network access
dewvices network




3. Zugang zu Ressourcen mit den geringsten Rechten
ermaoglichen

Device Health Checks

OS version + patch level
Browser version
Disk encryption

Password / biometrics
Host firewall (Workstations)
Rooted / Jailbroken (Mobile)

.y

Third-Party Posture Signals

Management status

T4

000

(MDM)

Endpoint agent presence
(AV/EDR)

Malware infection status

‘asco SECURE

Adaptive SSO

Contextual Factors:

User Groups
Application
Device Trust
Location
Network

]
]
EE

Allow access for secure
and compliant
unmanaged devices

Allow only managed
and trusted devices to
access sensitive data.

Block access for non-
compliant devices and
enable self-
remediation.



4. Angriffsflache verkleinern

Herausforderung

Enforce Trust-Based
Access

Establish Trust

Challenge: Challenge:
Unbefugter Zugriff tber gestohlene . Schiitzen Sie jede
oder kompromittierte Anwendung mit
Anmeldedaten . . -
BYOD-Sicherheit und Transparenz kontextbaS|_erten Richtlinien
* Erlauben Sie Benutzern nur
den Zugriff auf Anwendungen
Al und Daten, die sie bendétigen

cisco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Continuously Verify

Trust

Challenge:

Verhindern, dass Geréate
mit Malware auf
Anwendungen und Daten
zugreifen kbnnen
Uberpriifen Sie Benutzer
bei jedem
Anmeldeversuch &



4. Angriffsflache verkleinern

Losung

Establish Trust Enforce Trust-Based

Access
Solution: Solution:
Uberpriifen Sie das Vertrauen Durchsetzung von
von Benutzern und Geraten mit Zugriffsrichtlinien fur jede
Multi-Faktor-Authentifizierung Anwendung mit adaptiven und
(MFA) rollenbasierten Zugriffskontrollen

afraln
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Continuously Verify
Trust

Solution:

Kontinuierliche Uberwachung
risikobehafteter Gerate mit
Endpoint Health & Management
Status

22



WHY Cisco??
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Integration statt
Einzelbetrachtung



Cisco

SECURE

User/Device Security

ZERO TR

Adaptive MFA | Passwordless | Trust

a’a Secure

? Secure
Access ~ E-mail

SASE/REMOTE WORKER

Unified Client | EDR | Cloud Managed
& o
a

Secure Client
VPN

— -/

Posture
Telemetry
Threat
Query

Visibility

Security Reference

Threat Intelligence | Malware

Managed Detection
and Response Services

A

&) Threat Visibility & Hunting ; Asset Inventory

Network Security

§T) Security, Orchestration, Automation and Response

Architecture

@ Vulnerability Mgmt [E] Cloud Posture Mgmt

Cloud Edge

SECURE ACCESS SERVICE EDGE (SASE) PRIVATE CLOUD EDGE (MSP or C MER)

Threat Protection | Secure Access Control | Managed Remote Access

Cloud Security

Reliable | Scalable | Flexible | Visibility

*, DNS-layer = Af Secure | o L7 firewall
?JQZTNA O 4 |l web +1PS

Cloud access
a security broker/|

securit: 3
Y ! gateway o ::l'l‘adzw I ° 0)-o}
o #ssL =— Remote | ;¢ Data ou - o
« = RAaaS  jni . == browser 1010 loss = ) malware SDWAN Firewall VisibilityCloud DDoS
o /Y decryption Isolation! *-** prevention AF jetection

On-Premises

SASE/SDWAN VA NORINVY)

Scalable | Flexible | Visibility | Comprehensive Security

Segmentation | Identity and Context | Profiling | Containment | Encrypted Visibility

Network o .-‘Aé
Edge ===

SDWAN Firewall Visibility

1oT/OT SECURITY

Firewall

Logging protection  Flow Analytics Identity Segmentation

Web Security

Secure Critical Infrastructure | Unified IT and OT
_‘ = iy
Industrial Ind-u_strial Industrial )
Router  Firewall Switch/ap 'dentity

Ah Incident Response and Remediation Services

# 3rd Party Integrations

Application Security

ZERO TRUST

Policy | API Security
Application Segmentation
Run-time Application Security

Application Security Stack

Cloud Native Security  App

@ Segmentation
@
Workload

Security ~ Secure Application

o a

App Visibility | Detection | Response

( . Hybrid = Public = =

MSE private  Cloud* © =
@ ===

Cloud Analytics Firewall
:f-

Visibility DDoS/WAF

N\
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