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91.3%

of malware uses
DNS in attacks

Source: Cisco Security Research
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A

68%
of organizations

don’t monitor
recursive DNS



DNS-Tunneling wird von verschiedenen APT-Gruppen eingesetzt

Die mit dem Iran verbundene APT-Gruppe
OilRig nutzt DNS-Tunneling in hohem Mal3e
fur ihre Cyberspionage-Kampagnen

WINNTI (auch bekannt als APT41, BARIUM und Blackfly) basiert
auf einem DNS-Tunneling-Kommunikationskanal mit einer

benutzerdefinierten Implementierung
‘ wy
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Neue TLDs
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https://get.dad/
https://get.phd/
https://get.prof/
https://get.esq/
https://get.foo/
https://get.zip/
https://get.mov/
https://get.nexus/

Gezielter Angriff

1. https://github.com/mysql/mysql-server/blob/8.0/mysql-test/std_data/data57.zip

2. https://github.comy/mysqglmysql-serverblobB.0/mysql-teststd_datat@data57.zip

1. https://github.com/mysqgl/mysql-server/blob/8.0/mysql-test/std_data/data57.zip

2. https://github.comymysqglinysql-serverblob/8.0/mysql-teststd_data/@data57.zip
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Beispiele

* microsoft-office[.]zip

« gmailbackupl.]zip
 paypall.]zip

e payslip-statement[.]zip
e eicar-test-file[.]zip

e google-drivel.]zip
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Power of Umbrella
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microsoft-office.zip

Bedrohung  Bedrohungstyp

_ _ google-drive.zip

Bedrohung Bedrohungstyp

IRONE

Talos  Google VirusTotal

Einspruchskategorisierung

Not Actionable

Risikowert Einspruchskategorisierung
Hohes Risiko
Die Doméane wurde aufgrund einer ination aus hohen Sic i i 1 als ,Hohes
100 Risiko* eingestuft. Risikowert
Hohes Risiko
Die Doméne wurde aufgrund einer ion aus hohen Sichert i als ,Hohes
Erstelit am Land/Region der registrierten Person 100 Risiko” eingestuft. » SICHERHEITSINDIKATOREN
13.05.2023 == US
Erstelltam Land/Region der registrierten Person
Letrte P Land/Region-IP  Préfix  ASN  Beschreibung des Netzwerkbesitzers 16052023 o CA
Letzte IP Land/Region -IP  Priifix ASN
217.160.194.125  wm DE 217.160.0.0/16  ASB560

Beschreibung des Netzwerkbesitzers

ALLE IP ANZEIGEN (1)
IONOS-AS This is the joint network for IONOS, Fasthosts, Arsys, 181 Mail and Media and 1&1 Telecom. Formerly known as 1&1 Internet SE., DE 86400
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Newly Seen Domains



Newly Seen Domains

def generate_domain(year: int, month: int, day: int) -> str:
"""Generate a domain name for the given date."""
domain = ""

for i in range(16):
year = ((year " 8 * year) >> 11) " ((year & OXFFFFFFF0) << 17)
month = ((month * 4 * month) >> 25) " 16 * (month & OxFFFFFFF8)
day = ((day " (day << 13)) >> 19) " ((day & OxXFFFFFFFE) << 12)
domain += chr(((year " month " day) % 25) + 97)

return domain + ".com"

° For example, this method would generate the domain
name intgmxdeadnxuyla.com, while the following day, it
would return axwscwssimiagfah.com. This simple example
was in fact used by malware like CryptoLocker.
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Malicious gueries in one month

14,584,007,454 waiware
2,/52,747,377 cryptomining
1,337,594,957 prishing
1,156,240,139 command and control

96,81 9,003 Newly seen domains

Protection Appiad To

, Gontais Lost Modified
P
Default Policy DNS Palicy Al Identities 3 Policy Settings  Dec 22, 2021

Security Settings
Ensure identitles using this policy are protected by selecting or creating a security setiing. Click Edit Setting to make changes to any existing
sattings, or select Add Naw Setting from the dropdown menu

‘Select Setting
Dotault Sattings.

Categories ToBlock | o

p Maware
Webssites and olher servers that host maliious saftware, dive-by downlaads/explaits, mosile threats and mire.

| Newly Seen Domains
Dormsins that have become setive very recenty. These are oen used in new attacks.

|p Command and Caniral Calibacks
‘attackars' infrastructura,

|p Phishing Attacs
Fraudulent websitos handing over pessonal or

© DyramicDNS
Block sites that are hosting dynamic DNS ontent

|p Potentisly Harriud Domaing
Domains that exhibit suspicious bahavior and may ba part of an attack.

DNS Tuneing VPN
VPN servicas that allow usars o isguise their traffic by tunneling it through the DNS pratocol, Thase can be used to bypass corporate policies
regarding access and data transfer.

a

Cryptaemining
Cryptamining allows organizations o control cryplominer access to mining poals and web miners.
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https://en.wikipedia.org/wiki/CryptoLocker

Cisco Umbrella

Cisco Umbrella

( Visit our website to learn more )
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SD-WAN —( On/off network devices

Meraki MX Viptela
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SecureX

Integrated
security
platform
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https://umbrella.cisco.com/products

Demo
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